Secure your app
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Your users' passwords will
be leaked

(It might not even be your fault)



Passwords have leaked from

Sony
Facebook
Adobe
Evernote
Kickstarter
HP

Gmalll
Ubuntu

Zappos
Twitter
Target
Yahoo!
Home Depot
AOL

last.fm

D&B

JP Morgan
eBay
Blizzard
Steam

TK Maxx
Citigroup
Apple
Formspring

Gap
AT&T
Drupal
Ubisoft
Vodafone
WorldPay
SnapChat
Betfair



It will take 14 minutes* to crack
one of your users' passwords

(English word, stored using bcrypt)



Two-factor authentication
protects your users



What is 2FA?




Implementation

n in - Google Accounts

a nty google.com

Google

One account. All of Google.

@ Stay signed in

Create a

One Google Account for everything Google

HM&eO 2 >ABE

B}  signin- Google Accounts

Google

2-Step Verification

Enter the verification code
generated by your mobile
application.

@ Don't ask for codes again on this
computer

site



How do we send the code?



Email

» Used by Steam

» Wide adoption (everyone has an email address!)

* Likely failures: delivery problems, blocking, spam etc
* Usually slow!

e Same system as recover password...



SMS

» Used by Twitter & LinkedIn
» Wide adoption
« But, SMS can be delayed & could cost to receive




Physical device

» Used by banks, YubiKey, Blizzard, etc
« Small, long battery life
» But, expensive




App

» Easy to use
* No Internet or cellular connection required
* App is free and trusted




One Time Password
algorithms



HOTP

* HMAC-based One-Time Password algorithm
» Computed from shared secret and counter

* New code each time you press the button

* RFC 4226



HOTP algorithm: step 1

Secret: test Counter: 3

N,

HMAC-SHA-1

;

Hash:
8dc2ad506861198ddelff5b05fea76ce979e4dbfa



HOTP algorithm: step 2

Hash:
8dc2ad50686f198ddelff5b05fea76ce979e4bfa

l

Find lower 4 bits of last byte

l

8dc2ad506861198ddelff5b05fea76ce979e4bfa

offset:
Ox0A (hex) => 10 (decimal)



HOTP algorithm: step 3

Hash: oﬁset
8dc2ad506861198ddelff5b05fea76ce979e4bfa

N

Extract 4 bytes starting at offset (10)

'

8dc2ad506861f198ddelff5h05fea76ce979e4bfa

/

Mask top bit & extract last N digits

{

75b05fea (hex) => 1974493162 (dec)



HOTP in PHP

1 function hotp($secret, $counter)

2 {

3  $bin_counter = pack('J*', $counter);

4 $hash = hash_hmac('shal', $bin_counter, $secret,
5

6 S$offset = ord($hash[19]) & Oxf,

7

8 $bin_code =

9 ((ord($hash[$offset+0]) & Ox7f) << 24 ) |
10 ((ord($hash[$offset+1]) & Oxff) << 16 ) |
11 ((ord($hash[$offset+2]) & Oxff) << 8 ) |
12 (ord($hash[$offset+3]) & Oxff);

13

14 return $bin_code % pow(10, 6);

true);



Validation process

If the user's code matches, then increment counter by 1
If the user's code does not match, then look-ahead a little

Resync if can’t find in look-ahead:

1. Ask the user for two consecutive codes

2. Look ahead further from last known counter until the 2
codes are found

3. Limit look-ahead to minimise attack area. e.g. 400



TOTP

» Time-based One-Time Password algorithm

e Computed from shared secret and current time
* Increases in 30 second intervals

* RFC 6238



TOTP Algorithm

time: 1441048014 period: 30 seconds

N,

Round time down to period boundary

}

T: 48034933 Secret: test
HOTP algorithm

(repeat for T-1 & T+1)



TOTP in PHP

function totp($secret)
{
$counter = floor(time() / 30);

return hotp($secret, $counter);

o0~ wWNBRE



Implementing 2FA

in your application



Things to do

1. Registration of Authenticator
2. Check 2FA TOTP code during login



Registration
 User enables 2FA on theif account



Registration

- User enables 2FA on their account
\

Site generates secret key and then
displays QR code & confirmation field



Registration




Registration




Registration

~ User enables 2FA on their account




Logging In

After login form, prompt for 2FA code



Logging In
After login form, prompt for 2FA code

\
.~ Userenters2FAcode



Logging In




Logging In




Logging In




$composer require sonata-project/google-authenticator

Usage:

$g = new \Google\Authenticator\GoogleAuthenticator();
// create new secret and QR code

$secret = $g->generateSecret();

$qgrCode = $g->getURL('rob', 'akrabat.com',6 $secret);

// validation of code
$g->checkCode($secret, $_POST['code']);

Example project: https://github.com/akrabat/slim-2fa


https://github.com/akrabat/slim-2fa

Registration

LICN

2FA example application

€ | @ localhost:8888/setup2fa Search

2FA example application  Log out rob

Set up 2FA

It's a good idea to set up 2FA!

Scan this code into Google Au

or enter this code: OCEFCIAGRGECETOH

Enter code from Google Authenticator to confirm:

| =




2FA example application

€ ) P ) @ localhost:8888/auth2fa Search

2FA example application  Login

2FA authentication

Enter the code from Google A ticator to complete login:




Round out solution

» Prevent brute force attacks
e Consider adding a “remember this browser” feature
* Need a solution for a lost/new phone



Hardware OTP: YubiKey




Operation

1. Insert YubiKey into USB slot

2. Select input field on form

3. Press button to fill in OTP field

4. Server validates OTP with YubiCloud service



Yubikey’s OTP

cdccccetfjnfigkgkgudlkcbjnjnfrkhkbelbhfvnhcj
cdccccetfjnfuuhtrebhjekcciljdbifgfrilccbnjhkf
cdccccetfjnfljrhetkvijcgddkenbtuiknktejgnvgb

Public id Yubico OTP

6 byte private identity field
Counter

Timer field

Random number

CRC16 checksum



Coding it
$composer require enygma/yubikey

Usage:

$v = new \Yubikey\Validate($apiKey, $clientId);
$response = $v->check($_POST[ 'yubikey_code']);

if ($response->success() === true) {
// allow into website
¥



Pre-built plugins



Pre-built plugins

Drupal:

o Two-factor Authentication
* Yubikey

WordPress:

» Google Authenticator
* yubikey-plugin

Joomla;

* Built-in!



Get Started Community Documentation  Support

Drupal Homepage Log in / Register

Download & Extend

Download & Extend Home Drupal Core Distributions ~ Modules = Themes

Two-factor Authentication (TFA)

Version control ~ Automated Testing

Posted by coltrane on March 21, 2011 at 3:19am

Second-factor authentication for Drupal sites. Drupal provides authentication via something you
know -- a username and password while TFA module adds a second step of authentication with a
check for something you have -- such as a code sent to (or generated by) your mobile phone.

TFA is a base module for providing two-factor authentication for your Drupal site. As a base
module, TFA handles the work of integrating with Drupal, providing flexible and well tested
interfaces to enable your choice of various two-factor authentication solutions like Time-based
One Time Passwords (TOTP), SMS-delivered codes, pre-generated codes, or integrations with
third-party services like Authy, Duo and others.

Read the TFA module documentation or read more about the theory of two-factor authentication
in my Drupal Watchdog article.

Features

» Pluggable - Supports multiple methods of 2nd factor verification and can work with any
number of 3rd party systems

Download & Extend Jobs Marketplace About

Search Drupal.org

Refine your search ~

Maintainers for Two-facto
Authentication (TFA)

coltrane - 70 commits
last: 1 month ago, first: 4 years ago

greggles - 2 commits
last: 1 year ago, first: 1 year ago

View all committers
View commits

Issues for Two-factor
Authentication (TFA)

To avoid duplicates, please search before
submitting a new issue.




@ Two-factor Authentication |

€ drupal.akrabat.cos

f Dashboard Content Structure Appearance People

Add content  Find content

Two-factor Authentication ®
Home » Administration » Conl ration » People

AVAILABLE PLUGINS

¢ TOTP (validation) - active validator

¢ Trusted Browsers (/ogin) - active login
« Recovery Codes (validation) - unused

« Twilio SMS (validation, send) - unused
o Help page (validation) - unused

Enable TFA
Enable TFA for account authentication.

Default validation plugin
TOTP K

Plugin that will be used as the default TFA process.

VALIDATION FALLBACK PLUGINS

Modules ([CORTGUEAGORD Reports

Help

Hello roballen

Fallback plugins and order. Note, if a fallback plugin is not setup for an account it will not be active in the TFA

form.
Recovery Codes

Log out

Edit shortcuts




® O® & 1asewp - Applcation| Ro..

€ | P @ drupal.akrabat.com/user/1/security/

#  Dashboard Content Structure  Appearance People Modules Configuration  Reports  Help Hello roballen  Log out

Add content  Find content Edit shortcuts

TFA setup - Application

Install authentication code application on your mobile or desktop device:

Navigation « Google Authenticator (Android/iPhone/BlackBerry)

+ Add content « Authy (Android/iPhone)
« Authenticator (Windows Phone)
* FreeOTP (Android)
« GAuth Authenticator (desktop)

The two-factor authentication application will be used during this setup and for generating codes during regular
authentication. If the application supports it, scan the QR code below to get the setup code otherwise you can
manually enter the text code.

‘ 7BZ4DCHUQ4DLOZO6

Enter this code into your two-factor authentication app or scan the QR code below.

Application verifieation code *

A verification code will be generated after you scan the above QR code or manually enter the setup code. The verification code is six
digits long,

Verify and save Cancel




L] @ Two-Factor Authentication |

€ drupal.akrabat.com.

(/.:’ Rob's Drupal site

User login

Username *

Password *

¢ Create new account
¢ Request new password

Log in

Two-Factor Authentication

Application verification code *

I

Verification code is application generated and 6 digits long.

O Remember this browser?
Not recommended if you are on a public or shared computer.

Verify




WordPress

iV Wordprass » Search for *Go.

Have you taken the WordPress 2015 Survey yet?

@) ‘WORDPRESS.ORG

Showcase Themes Plugins

a

Plugin Directory

Mobile Support Getlnvolved About Blog Hosting

Username

Search Results

Showing 1-30 of 37 plugins

Google Authenticator for your WordPress
blog.

By: Henrik Schack

67) Last Updated: 2 years ago

10,000+ active installs Compatible up to: 3.8.10

(8)

100+ active installs

@ Google Authenticator for
WordPress

Adds 2-factor authentication to your site.

Password

Download WordPress

Login | (forgot? or

Keyword j "Google Authenticator”

Two-Factor Authentication
(Google Authenticator)

Easily add Two Facter Authentication(2FA) to
protect sites from unauthorized logi
attempts.Support Phone Call, SMS,QR
Cade,Push,Google Authenticator.

By: miniOrange

Last Updated: 1 day ago

Compatible up to: 4.3

OTP and Passwords for Google
Authenticator, McAfee, DS3 ...

Easy secure login, use password or OTP as



€ akrabat.cor
@‘E #A Rob Allen's DevNotes §8 4 New Delete Cache Howdy, Rob 14 |

@& Dashboard

A Posts
07 Media
N Pages

® Comments

J¥ Appearance
A Plugins
aa Users

All Users
Add New
Your Profile
& Tools
Settings

O Collapse menu

Google Authenticator Settings

Active

Relaxed mode

Description

Secret

Relaxed mode allows for more time drifting on your phone clock (x4 min).

dev.akrabat.com Description that you'll see in the Google Authenticator app on
Yyour phone.

AME40V)QM7Z6Q3WB Create new secret | Show/Hide QR code

Scan this with the Google Authenticator app.



Rob Allen’s DevNotes + Log In +

dev.akrabat.com/wp-login.php?redirect_to=http%3A%2F%2Fdev.akrabat.com%2Fwp-admin%2Fareautn=1

Username

roballen

Password

Google Authenticator code

123456

Remember Me



J& Rob'e Joomia - Administrati

la/administrator/index php?option=com_users&view=use!

Rob's Joomla & &

2 User Manager: Edit Profile ¥ Joormlar

« Save&Close || + Save&New || @ Close

Super User

Account Details Assigned User Groups Basic Settings Two Factor Authentication

Authentication Method YubiKey

This feature allows you to use a YubiKey secure hardware token for two factor authentication. In addition to your username and password you will also need to
insert your YubiKey into your computer's USB port, click inside the Secret Key area of the site's login area and touch YubiKey's gold disk. The secret code
generated by your YubiKey is unique to your device and changes constantly. This provides extra protection against hackers logging in to your account even if they
were able to get hold of your password.

Set up

Please insert your YubiKey device into your computer's USB port. Click on the Security Code field below. Then touch the gold disk on your YubiKey device for one
second. Afterwards, please save your user profile. If the code generated by your YubiKey is validated by YubiCloud the Two Factor Authentication feature will be enabled

and this YubiKey will be linked with your user account.

Security Code

One time emergency passwords

& view Site (@ Visitor @@ Admin Joomia! 3.4.3 © 2015 Rob's Joomla




*

& Go to site home page. H © 2015 Rob's Joomla



To sum up



To sum up

Two-factor authentication isn’t hard!



Questions?

https://joind.in/15444

Rob Allen - http://akrabat.com - @akrabat


https://joind.in/15444
http://akrabat.com

Thank youl!

https://joind.in/15444

Rob Allen - http://akrabat.com - @akrabat


https://joind.in/15444
http://akrabat.com
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