


The OpenAPI Specification (OAS) defines a standard,
programming language-agnostic interface description
for HT'TP APIs, which allows both humans and
computers to discover and understand the
capabilities of a service

https://spec.openapis.org/oas/latest.html
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https://spec.openapis.org/oas/latest.html
Machine readable API description with lots of usage


It's about
documentation
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Can document all sorts of APIs, including webhooks

endpoints: verb, parameters, request bodies, responses

Also contains examples


It's about
design-tirst

Rob Allen ~ @akrabat


But can be used for any API



Everyone can contribute to the design

creates a sense of a level playing field for all stakeholders

see https://blog.stoplight.io/api-first-api-design-first-or-code-first-which-should-you-choose


It's about
communicating changes
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Plain text format allows diffing



Render to HTML directly from spec file


It's about
development worktlows
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Linters

Mock servers for testing before code written

Import to PostMan, Paw or other HttpClient


[t's about
A contract
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An agreement between all stakeholders on how an API's requests and responses are structured.

Machine readable API description

endpoints: verb, parameters, request bodies, responses, examples

Can document all sorts of APIs, including webhooks
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openapi.yaml

openapi: "3.1.0" # or "3.0.3"
info: #

servers: #

paths: #

webhooks: #

components: #

security: #

tags: #

externalDocs: #
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openapi.yaml

info:
title: Rock-Paper-Scissors
version: "1.0.0"
description: >
An implementation of Rock-Paper-Scissors.
contact:
name: "Rob Allen"

servers.

— url: https://rock-paper-scissors.example.com
description: "RPS production API"
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openapi.yaml

paths:
post:
summary: Create a new game
description: >
Create a new game of Rock-Paper-Scissors.
requestBody:
#
responses:
o
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openapi.yaml

requestBody :
description: Game to add
required: true
content:
application/json:
schema:
$ref: '#/components/schemas/NewGameRequest'
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Reuse of objects

$ref allows us to define one & use in many places

components:
schemas:
GamelId:
type: string
examples:
— "2BC08389-885A-4322-80DO-EFODE2D TCD37"
format: "uuid"
Player:
type: string
example: "Rob"
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Build on other components

schemas:
NewGameRequest :
properties:
playeril:
$ref: '#/components/schemas/Player'
player2:
$ref: '#/components/schemas/Player'
required:
— player1
— player?2
examples:

- '"{"player1":"Ian", "player2":"Dave"}'
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openapi.yaml

responses:
201" :
$ref: '#/components/responses/NewGameResponse’
"400" :
$ref: '#/components/responses/NewGameError'
"500" :
$ref: '#/components/responses/InternalServerError'

Rob Allen ~ @akrabat






Editing

e Editor with plugins: vim, VS Code, etc
e GUI: Stoplight, OpenAPI-GUI, Swagger Editor

ElE

APIs Docs Files
T» Game [ij Delete

I & rps-openapiyaml
Create a new game

Rock-Paper-Scissors x
https://frock-paper-scissors.example.com  /games

& APl Overview

& Paths GET POST PUT PATCH DELETE

/games

&8 OPERATION ID

Jgames/{game_id}/moves D

POST

lgames/{game_id}/judgement SRR

R Create a new game of Rock-Paper-Scissors
& Models

Stoplight Studio

doc

@© INTERNAL

Path Params

HEAD OPTIONS

DEPRECATED

TR

Share

¥= Form <> Code [E Preview EJ Mocks @0 A1©0 90 3

Docs Try It

Create a new game

Create a new game of Rock-Paper-Scissors

Request

Jgames

v Body applicationfjson
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Writing is hard!


Linting

CLI tools: Spectral, openapi-spec-validator, etc.
$ spectral lint rps-openapi.yaml
.../slimd4-rps-api/doc/rps—-openapi.yaml
3:6 warning info-contact Info object must have

"contact" object. info

0 1 problem (@ errors, 1 warning, @ infos, @ hints)
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Writing is hard!

Spectral works in CI too!
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Docs

e0e M- <
Q

Game

EID Create a new game
B Make a move

KB judge the game

Documentation Powered by ReDoc

127.0.0.1:8080/#tag/Game

Game

All the operations you need to play a game of Rock-Paper-Scissors

Create a new game
Create a new game of Rock-Paper-Scissors
REQUEST BODY SCHEMA:  application/json

Game to add

i playerl
required

strint

i player2
required

string (

Responses

> 201 The gai

ully created.

“The link required to play the

dedinthe | _Links |pr
eturned payload

> 800 Unable to create game due to a problem with the provided information

Request samples

Payload

Content type

Expandall  Collapse all

"Matthieu Napoli"

Response samples
201

Content type
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Build website directly from spec file


Docs

eee M- < 0

V/ VONAGE DEVELOPER UseCases  Documentation

Numbers API

The Num
with th

o, Download OAS 3 Definition

Available Operations:

umbers associat

://rest.nexmo. com/account/numbers

ry Parameter

api_key
apikey

an find your APl key in the d

@ developer.nexmo.com/api/numbers

Example Responses
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Integrate into developer portal as Vonage have done
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Mock server

$ prism mock rps-openapi.yaml

$ curl http://127.0.0.1:4010/games -d '{}'
{"message" :"Must provide both player1 and player2"}

‘cee@

[17:
[17:
[17:
[17:
[17:
[17:
[17:
[17:

26:
26:
26:
26:

26

26

56]
56]
56]
56]

:56]
26:
26:

56]
56]

:56]

T N VIRV

Success

Success
Success

[ doc — doc — node [Jopt/homebrew/bin/prism mock rps-openapi.yaml — 119x9

Request did not pass the validation rules
Unable to find a 422 response definition
Found response 40@. I'll try with it.

Unable to find a content with an example defined for the response 400

The response 4008 has a schema. I'll keep going with this one
Responding with the requested status code 400
Violation: request.body must have required property 'playerl'
Violation: request.body must have required property 'player2'
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Fake servers that take description document as input, then route incoming

HTTP requests to example responses or dynamically generates examples.


Validation

The schema section can be used to validate the request and
response

e Validate early and returna 422
e Validate that we return what we say we will
e PutitinClto preventregressions

Rob Allen ~ @akrabat



But I already have validation!

Your code:
e isn't good enough!
e isn't reusable!
e doesn't match the docs!
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incomple, not strict enough (e.g. array, not contents of)

inconsistent beween endpoints taking the same model


But I already have validation!

Your code:
e isn't good enough!
e isn't reusable!
e doesn't match the docs!

However...

Business logic validation still needed!
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Business logic for defensive programming

Context aware checking happens here

Cannot be delegate (is this id the right one?)

Business logic easier to write when you can trust the data strcutures

Not many deves handl errors in structure well


Validation in PHP

OpenAPI 3.0:
league/openapi-psr7-validator
OpenAPl 3.1:
opis/json-schema
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Validation middleware

public function process($request, $handler)

{

// Determine OAS schema for this route into $schema

// Validate request
$builder = (new ValidatorBuilder())-»>fromSchema($schema);
$validator = $builder->getServerRequestValidator();

try {
$match = $validator->validate($request):

} catch (ValidationFailed $e) {
throw new RequestValidationFailed($e);

}
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Validation middleware

// Validate request
$builder = (new ValidatorBuilder())-»>fromSchema($schema);
$validator = $builder->getServerRequestValidator();

$match = $validator->validate($request):
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Validation middleware

try {

} catch (ValidationFailed $e) {
throw new RequestValidationFailed($e);

}
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Validation middleware (cont)

// Process request
$response = $handler->handle($request);

// Validate response
try {
$builder->getResponseValidator()
—>validate($match, $response);
} catch (ValidationFailed $e) {
throw new ResponseValidationFailed($e);

}

return $response;
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Validation middleware (cont)

// Process request
$response = $handler->handle($request);
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Validation middleware (cont)

// Validate response

$builder->getResponseValidator()
—>validate($match, $response);
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Validation middleware (cont)

try {

} catch (ValidationFailed $e) {
throw new ResponseValidationFailed($e);

}
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Validation Middleware in Laravel

// composer install softonic/laravel-psri15-bridge

// app/Http/Kernel .php
use \League\OpenAPIValidation\PSR15\ValidationMiddleware;
protected $routeMiddleware = |

//

‘openapi-validation' => ValidationMiddleware: :class,
I
// Routes file
Route: :post('/game', 'GameController@create')

—>middleware( 'openapi-validation');
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OAS is about

documention, design-first, communication

development workflows

It is a contract


Resources

e https://www.openapis.org
e https://openapi.tools

e https://github.com/akrabat/slim4-rps-api
e https://github.com/thephpleague/openapi-psr7-validator
e https://github.com/primitivesocial/openapi-initializer
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https://www.openapis.org
https://openapi.tools
https://github.com/akrabat/slim4-rps-api
https://github.com/thephpleague/openapi-psr7-validator
https://github.com/primitivesocial/openapi-initializer
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https://joind.in/talk/08577

Photo credits

- Scaffolding: https://www.flickr.com/photos/pagedooley/49683539647
- Writing: https://www.flickr.com/photos/throughkikslens/14516757158
- Books: https://www.flickr.com/photos/eternaletulf/41166888495

- Computer code: https://www.flickr.com/photos/n3wjack/3856456237
- Rocket launch: https://www.flickr.com/photos/gsfc/16495356966

- Stars: https://www.flickr.com/photos/gsfc/19125041621
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