

My name's Rob Allen & I'm an API consultant. As much an API integrator as an API developer. Hire me!

MOVE TO NEXT SLIDE and talk details


57 % of organizations suffered an APl-related
data breach in the past two years

Traceable 2025 Global State of API Security report
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API security is important as it affects many of us and can be overlooked as APIs are not as visible as websites or applications


Why APIs are different?
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Direct data access: easier to expose more data than on a web page as automated serialisation

Machine to Machine: faster, no captchas, no common sense validation

Reduced visibility: less user feedback, no web analytics

Token compromise is silent; no log out, no session hijacking alerts

Likely to have more API endpoints than you realise


The OWASP API Security Project seeks to provide value to
software developers and security assessors by underscoring
the potential risks in insecure APls
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Today we're going to talk about API Security through the lens of the OWASP Top 10.




OWASP API Security Top 10


First published in 2019, most recent update in 2023

Community-curated list based on real-world incidents and security research

Focuses specifically on API vulnerabilities, not general web app issues

Ranked by exploitability, prevalence, and business impact

Isn't theoretical - every item on the list is actively exploited in production APIs right now


OWASP API Security Top 10


I covering all 10 items, organised into three themes that make them easier to understand and remember

Three themes

* Identity/access  * Business logic exploitation   * Operational security

From the 2025 research I just mentioned, attacks leveraging the OWASP API Security Top 10 continue to be the primary attack vector for API breaches

This is a good set of thing to get right!


Who are you and
what can you access?

Authentication and authorisation failures
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Let's start with Authentication and Authorisation issues. This is when someone is allowed to do something that they aren't supposed to do


#1
#2
#3
#4
#5
#6
#/

Broken Authentication e

#9
APIs that don't properly verify who you are #10
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Authentication is about knowing who is accessing the API

Number 2 on the Top 10 list


Broken Authentication
APIs that don't properly verify who you are
e Weak/no token validation

e Missing expiration on tokens
e Credential stuffing attacks

#1
#2
#3
#4
#5
#6
#/
#6
#9
#10
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When you require a token, you don't actually check that it's valid or the validation is wrong

Tokens expire and shouldn't be accepted after expiration

For APIs that use simple keys or id&secret / username&password combinations, an attacker can automate hitting the endpoint until they find a set that works

NEXT SLIDE FOR EXAMPLE


#1

Broken Authentication =

#3

APIs that don't properly verify who you are #4
#5

e Weak/no token validation i?
e Missing expiration on tokens zi
e Credential stuffing attacks #10

Example: APl accepts JWT without verifying the signature
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JWTs are signed by a private key. You validate by checking it using the public key


Broken Authentication 42
#3

Prevention #4
#5

#6

#/

#8

#9

#10
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So what do we do prevent these problems?


#1

Broken Authentication =

#3

Prevention #4
#5

e Use established standards (OAuth 2.0, OpenlID Connect) zg
e Implement proper token validation and expiration #8

#9
e Rate limiting on auth endpoints #10
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Firstly and most obviously, this isn't a place to invent your own you auth system

Ensure the signature is correct. Check the expiry date and other properties of a JWT

For API Keys, allow the user to delete and create new ones

For auth end points, rate limit to prevent brute force attacks


#1

#3
#4
#5
#6
#/

Broken Function Level Authorisation e

#9
Users can access functionality they shouldn't #10
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Authorisation is what the user can do.

Let's start with function level

Number 5 on the Top 10 list


#1

Broken Function Level Authorisation

Users can access functionality they shouldn't #4
#5

e |Incorrect authorisation checked on a function or resource #6

e Legitimate calls to endpoints that the user shouldn't have #8

#9
access to #10

e Undocumented open endpoints
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Function level is 'Should the user be able to access this endpoint?'

The call is valid, but this user should't have access

This is also known as 'vertical privilege escalation'

Often relies on 'security through obscurity'

NEXT SLIDE FOR EXAMPLE


#1

Broken Function Level Authorisation

Users can access functionality they shouldn't #4
#5

e |Incorrect authorisation checked on a function or resource #6

e Legitimate calls to endpoints that the user shouldn't have #8

#9
access to #10

e Undocumented open endpoints

Example: /debug/dump
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This endpoint is for dev and staging. Shouldn't be on prod at all, but if it is, it needs authorisation!

Example: ``/admin/users`` doesn't check if requester is actually an admin


Broken Function Level Authorisation -

#3

Prevention #4
#5

#6

#/

#8

#9

#10
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So what do we do prevent these problems?


#1

Broken Function Level Authorisation

#3

Prevention #4
#5

e Deny by default zg
e Check roles/permissions on every endpoint #8

#9
e Don't rely on hiding endpoints from documentation #10
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Build a system that denies by default and then explicitly open up to a given role/permission

You check each one and never rely on an endpoint not being documented. It will be found


#1

#3
#4

#6
#/

Broken Object Level Authorisation "

#9
Users can access objects belonging to other users #10
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Following on from not being allowed to view an endpoint, what about seeing the wrong data?

Most common API vulnerability.

Number 1 on the Top 10 list


Broken Object Level Authorisation -

. . #3
Users can access objects belonging to other users #4

e User can access another user's resource zé

e Changing an ID or key allows access to privileged data zg

#10
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This is also known as 'horizontal privilege escalation'

A user is allowed access to a given endpoint, but not to the specific data

NEXT SLIDE FOR EXAMPLE


#1

Broken Object Level Authorisation

#3

Users can access objects belonging to other users #4
e User can access another user's resource zg
e Changing an ID or key allows access to privileged data #8

#9
#10

Example:/users/123/orders - change to 124 and see someone
else's orders
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The obvious example that we've all seen is that you can change an ID and get the data.


Broken Object Level Authorisation -

. #3
Prevention #4

#6
#/
#6
#9
#10
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So what do we do prevent these problems?


Broken Object Level Authorisation -

#3

Prevention #4
e Implement proper authorisation based on user policies zg
e Check if the user has access the requested resource #8

#9
e Check that the operation is also allowed #10
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This about proper user policies and checking that the user is is allowed access to the specific resource

Also, ensure that they can perform the operation on that resource

Related: prefer random or unpredictable IDs to prevent counting


#3
4

#6
#/

Broken Object Property Authorisation "

#9
Users can read or modify properties they shouldn't #10
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Now that we let the user see the right data on the endpoint, what about the level of the individual properies in the JSON?

Number 3 on the Top 10 list


Broken Object Property Authorisation

Users can read or modify properties they shouldn't #4

e Sending properties that this user shouldn't see i?

e Allowing this user to change a property they shouldnt zg

#10
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Variation an a theme of the last one

Some properties are internal, or they are for specific classes of users only.

Also, a user shouldn't be able to change just any property

NEXT SLIDE FOR EXAMPLE


Broken Object Property Authorisation

#3

Users can read or modify properties they shouldn't #4
e Sending properties that this user shouldn't see zg
e Allowing this user to change a property they shouldnt zg

#10

Example: User updates profile, includes "role": "admin" in

payload
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This example is obvious. An arbitrary user shouldn't be able give themselves admin privileges, the role property should be protected.

Another: Fetching a user's profile should not expose PII by default, but may do for admins


Broken Object Property Authorisation
Prevention ZZ

#6
#/
#6
#9
#10
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So what do we do prevent these problems?


Broken Object Property Authorisation

. #3
Prevention #4
e Cherry pick object properties to return zé
e Explicit allowlists for input properties zg

#10
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Return only necessary data. A transform layer can do this

Treat the output of an API as a view layer, not a rendering of a database record

Whitelist the properties you accept for editing for a given role.

Don't just bind input data to internal objects
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We've talked about *who* can do *what*... [NEXT SLFDE]


Exploiting how
your API works

Business logic and resource abuse

Rob Allen ~ akrabat.com


Let's look now at how attackers exploit your API's intended functionality...


#4

#6
#/

Unrestricted resource consumption "

#9
APIs that can be abused through resource consumption #10
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Firstly, let's consider attacks that deny service

Number 4 on the Top 10 list


Unrestricted resource consumption

APIs that can be abused through resource consumption #4
e Expensive operations without throttling zg
e Exhausting memory through requests for too much data #8

#9
e Denial of service #10
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The attacker forces our app to run out of resources - CPU or memory usually

Results in slow down or cost increases due to autoscaling

NEXT SLIDE FOR EXAMPLE


Unrestricted resource consumption

APIs that can be abused through resource consumption #4
e Expensive operations without throttling zg
e Exhausting memory through requests for too much data zg
e Denial of service #10

Example: /widgets?page=18&per_page=1000000
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One example would be if the API lets me pull one million stock items in one request

Another example: repeated large file uploads


Unrestricted resource consumption
Prevention #4

#6
#/
#6
#9
#10
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So what do we do prevent these problems?


Unrestricted resource consumption

Prevention #4
e Rate limiting (per IP, per user, per endpoint) i
e Pagination with maximum limits #8

#9
e Resource quotas/ Timeouts #10
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Rate limiting prevents someone hitting the API too much in a short period of time

Pagingation helps your clients as well as the API. Validate the limits though.

Also consider spending limits on service providers/API integrations

Resource quotas: memory, CPU, file descriptors, file size

Timeout kill switches on operations that are taking too long


#6
#/

Unrestricted access to business tlows e

#9
Critical workflows lack protection against automation #10
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This is when attackers exploits the flows between API requests

Number 6 on the Top 10 list


Unrestricted access to business flows

Critical workflows lack protection against automation

e Some business flows are more sensitive than others zg

e Legitimate calls, but unexpected order" #3
#9
e Excessive access may harm the business #10
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Happens when developers don't have a holistic view of how the API supports the business requirements

Can lead to denial of sales to real customers
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Unrestricted access to business flows

Critical workflows lack protection against automation

e Some business flows are more sensitive than others zg
e Legitimate calls, but unexpected order" #3

#9
e Excessive access may harm the business #10

Example: Ticket scalping bots, inventory hoarding
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The obvious example is bots that scalp tickets from fans.

Another example: book 90% of bedrooms in a hotel where you can cancel the booking. Cancel them all at the last minute

Another example: Comment spam is another one


Unrestricted access to business flows
Prevention

#6
#/
#6
#9
#10

Rob Allen ~ akrabat.com


So what do we do prevent these problems?


Unrestricted access to business flows

Prevention
e Device fingerprinting zg
e Behavioral analysis #8

#9
e Transaction limits #10

Rob Allen ~ akrabat.com


Some ways to stop this are detecting direct calls to last point in flow

Device fingerprinting and looking at behaviour can detect a bad actor

Limit purchases in a given time window, or by volume.


#/

Unsafe consumption of APIs "

#9
Your API trusts third-party APIs too much #10
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External APIs can be a source of trouble!

Data from 3rd party APIs get trusted like data from the database

Number 10 on the Top 10 list


Unsafe consumption of APIs
Your API trusts third-party APIs too much

e Dependency on another's vulnerabilities -

e Malicious data can be injected zi

e Not accounting for failure #10
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Can be compromised to attack you via injection attacks that manipulate your application's data or functionality

A failure at their end could lead to slowdown or denial of service of your API

NEXT SLIDE FOR EXAMPLE


Unsafe consumption of APIs
Your API trusts third-party APIs too much

e Dependency on another's vulnerabilities -

e Malicious data can be injected zi

e Not accounting for failure #10

Example: Geolocation APl takes 30 seconds to time out and locks
your API
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If you call a 3rd party API synchronously, then you lock until it comes back.


Unsafe consumption of APIs

Prevention

#/
#6
#9
#10
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So what do we do prevent these problems?


Unsafe consumption of APIs

Prevention

e Validate all external data =
e Whitelist redirect URLs #8

#9
¢ Implement timeouts #10
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Developers tend to trust data received by partner APIs more than user input

Treat third-party APIs as untrusted input

Look into the Circuit Breaker pattern to manage failures gracefully


Rob Allen ~ akrabat.com


We've looked at exploiting your intended functionality... [NEXT SLIDE]


Operational security gaps

Configuration and infrastructure vulnerabilities
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Finally, let's look at running our API and the operational issues


#/

Security misconfiguration 4

#9
Insecure defaults and missing security hardening
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The first place to look is how we've set things up

Number 8 on the Top 10 list


Security misconfiguration

Insecure defaults and missing security hardening

e Default configurations =

e Missing security updates zg
e Unnecessary features enabled

e Header misconfiguration (CORS, etc.)
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It should be obvious, but service config isn't secure until you set it up! Some services have default passwords or no password, or are open to the world by default

Software services and code dependencies are updated for security and the patches aren't applied

Features not in use widen the surface area for attack

It follows that if you need CORS headers, then you should configure them correctly

NEXT SLIDE FOR EXAMPLE


Security misconfiguration

Insecure defaults and missing security hardening
e Default configurations
e Missing security updates
e Unnecessary features enabled
e Header misconfiguration (CORS, etc.)

Example: Error messages return stack traces

#/
#8
#9
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Example: Stack traces in error messages in production


Security misconfiguration

Prevention

#/
#8
#9
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So what do we do prevent these problems?


Security misconfiguration

Prevention

e Regular security auditing and updates -

e Audit and remove unnecessary features #8

#9
e For APIs against browser-based clients, implement CORS and
security headers
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and a million other security things you should do!

Generic error messages in production


#/

Improper inventory management
Do you know your API?

#9
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Another problem is that there's more APIs and endpoints than the security team is aware of

Number 9 on the Top 10 list


Improper inventory management
Do you know your API?

e Old APl versions still running =

e Shadow APIs (undocumented endpoints) o

e Non-production environments accessible
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We forget about the old endpoints that we don't improve any more

No one remembers the undocumented endpoints
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Improper inventory management
Do you know your API?

e Old APl versions still running =

e Shadow APIs (undocumented endpoints) o

e Non-production environments accessible

Example: vl APl wasn't decommissioned
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Consider a v1 API that wasn't decommissioned, which allows an attach to bypass the modern security controls on v2.


Improper inventory management

Prevention

#/

#9
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So what do we do prevent these problems?


Improper inventory management

Prevention

e Maintain APl inventory/catalog =

e APl Gateway / automated discovery tools e

e Retire old versions with clear timelines
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An inventory that's current is really helpful

Automation helps here with API gateways and other tooling

Network segmentation for non-production versions, VPNs, etc


#/7

Server side request forgery

API fetches remote resources without validation
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Finally, we have Server Side Request Forgery

Number 7 on the Top 10 list


Server side request forgery

API fetches remote resources without validation

e User-controlled URLs in APl requests
e APl fetches aremote resource from user-supplied URL

#/7

e Can access internal network endpoints
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This is when an API fetches a remote resource without validating the user-supplied URL

Attackers can force the application to send a response to an unexpected destination
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Server side request forgery

API fetches remote resources without validation

e User-controlled URLs in APl requests
e APl fetches aremote resource from user-supplied URL

#/7

e Can access internal network endpoints

Example: /images?url=http://127.0.0.1:8080/metrics
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Potential to leak data

Another: An app allows users to upload profile pictures, which triggers an API call for an image’s URL. Attackers send a malicious URL and initiate port scanning on the internal network using the API’s endpoint to uncover open ports.


Server side request forgery

Prevention

#/7
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So what do we do prevent these problems?


Server side request forgery

Prevention

e Validate and sanitize URLs
e Whitelist for domains & media types, etc

#/7

e Disable HTTP redirection where possible
e Don't sent raw responses to clients
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Firstly, validate and sanitize. You can also limit the attack surface.

Preferably, don't follow a redirect when fetching from a user-provided URL

Segmenting the network isolates our internal resources from the public facing ones

Check what you're sending back too. If it's supposed to be an image, don't send text/plain


In Closing
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OWASP API Security Top 10

e Authentication & authorisation failures
e Business logic & resource abuse
e Configuration & infrastructure vulnerabilities
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Auth: Broken Authentication (#2), Broken Function Level Authorisation (#5), Broken Object Level Authorisation (#1), Broken Object Property Level Authorisation (#3)

Biz Logic: Unrestricted resource consumption (#4), Unrestricted access to business flows (#6), Unsafe consumption of APIs (#10)

Operations: Security misconfiguration (#8), Improper inventory management (#9), Server side request forgery (#7)


Security requires

e Defense in depth
e Testing with the mindset of an attacker
e Ongoing attention
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No single thing will prevent everything, so look at all the layers

Attackers don't do things the way you intend

This isn't a one time fix. Keep paying attention and improve as you go


Resources

OWASP API Security Project website
owasp.org/www-project-api-security/

REST Security Cheat Sheet
cheatsheetseries.owasp.org/cheatsheets/REST_Security Cheat_Sheet.html

APl Security news
apisecurity.io
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"Securing APIs isn't optional; it is the frontline
defense for protecting data integrity and
maintaining digital trust.”

Randy Barr, Cequence Security
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That's it. I'll leave you with this quote by Randy Barr


Thank you!

slides: https://akrabat.com /7545
feedback: https://joind.in/talk /25432
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