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My name's Rob Allen & I'm an API consultant. I architect, design and help my clients with their APIs, both building and integrating them. If I can help you, reach out to me

MOVE TO NEXT SLIDE and talk details


5/% of organizations suffered an APl-related
data breach in the past two years

Traceable 2025 Global State of API Security report
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API security is important as it affects many of us and can be overlooked as APIs are not as visible as websites or applications.

As they are machine to machine they are also much faster, with more data.


OWASP API Security Top 10


{1:00}

Today we're going to talk about API Security through the lens of the OWASP API Top 10.

Community-curated list based on real-world incidents and security research, last updated in 2023

Ranked by exploitability, prevalence, and business impact

I'm covering all 10 items, in three themes: identity and access, business logic and operational security

This is a good set of things to get right!


Who are you and
what can you access?

Authentication and authorisation failures
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Let's start with Authentication and Authorisation issues. This is when someone is allowed to do something that they aren't supposed to do


#1

#2
#3
#4
#5

#6

Broken Authentication .
APIs that don't properly verify who you are #8
#9

#10
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The logical place to start is Authentication: knowing who is accessing the API

Number 2 on the Top 10 list


Broken Authentication
APIs that don't properly verify who you are

#1
#2
e Weak/no token validation #3
e Credential stuffing attacks #4
#5
#6
#7
#8
#9
#10
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{2:20}

When you require a token, you don't actually check that it's valid or that validation is wrong

Tokens expire and shouldn't be accepted after expiration.

For APIs that use simple keys or id&secret combinations, an attacker can automate hitting the endpoint until they find a set that works

{NEXT SLIDE FOR EXAMPLE}


Broken Authentication

Examples

#1
#2
e APl accepts JWT without verifying the signature #3
e Login endpoint allows unlimited password attempts #4
#5
#6
#7
#8
#9
#10
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{2:50}

JWTs are signed by a private key. You validate by checking it using the public key


Broken Authentication y
v Prevention 49
e Use established standards (OAuth 2.0, OpenID Connect) | #:
e Implement proper token validation and expiration #4
e Rate limiting on auth endpoints #5
#6

#7

#8

#9

#10
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{3:15}

Firstly and most obviously, this isn't a place to invent your own auth system

For JWTs, ensure the signature is correct, check the expiry date and other properties (aud, sub). For opaque tokens, expire via database column and check it.

For API Keys, allow the user to delete and create new ones

For auth end points, rate limit to prevent brute force attacks


# 2

Broken Function Level Authorisation

Users can access functionality they shouldn't
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#3
#4
#5
#6
#7
#8
#9
#10


{3:40}

Authorisation is what the user can do.

Let's start with function level

Number 5 on the Top 10 list


Broken Function Level Authorisation y
Users can access functionality they shouldn't

e Incorrect authorisation check on a function or resource #3
e Legitimate calls to endpoints that the user shouldn't #4
have access to #5

e Undocumented open endpoints #6
#7

#8

#9
#10
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{3:50}

Function level is 'Should the user be able to access this endpoint?' (mutation/query for GraphQL)

The call is valid, but this particular user shouldn't have access

This is also known as 'vertical privilege escalation'

One of the more common cases is to just not document it and hope no one finds it. i.e. relying on 'security through obscurity'

{NEXT SLIDE FOR EXAMPLE}


Broken Function Level Authorisation

Examples

e /debug/dump
e Role unchecked

GET /users HTTP/1 .1
Authorization: Bearer <regular user's token>

HTTP/1.1 200 OK
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#3
#4
#5
#6
#7
#8
#9
#10


{4:20}

Debug endpoint are for dev, not production

Another common one: Allow a regular user to retrieve data intended for admins only


Broken Function Level Authorisation y
v Prevention

e Deny by default #3

e Check roles/permissions on every endpoint #4

e Don't rely on hiding endpoints from documentation #5

#6

#7

#8

#9

#10
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{4:45}

Build a system that denies by default and then explicitly open up to a given role/permission. i.e. an Allow-list, not a block-list

You check each one - easier to audit

and never rely on an endpoint not being documented. It will be found


#1

7+

#6
Broken Object Level Authorisation .
Users can access objects belonging to other users #8
#9
#10
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{5:10}

Following on from not being allowed to view an endpoint, what about seeing the wrong data?

Number 1 on the Top 10 list. Most common API vulnerability.


Broken Object Level Authorisation »
Users can access objects belonging to other users

e User can access another user's resource #3

e Changing an ID or key allows access to privileged data #4

#6

#7

#8

#9

#10
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This is also known as 'horizontal privilege escalation'

A user is allowed access to a given endpoint, but not to the specific data

{NEXT SLIDE FOR EXAMPLE}


Broken Object Level Authorisation »
Examples

e /users/123/orders - change to 124 and see someone #3

else's orders 44
GET /users/124/orders HTTP/1.1

Authorization: Bearer <token for user 123> #6

HTTP/1.1 200 OK #/

e /accounts/1/documents/999 checks the account, but -

not the document w7

#10
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The obvious example that we've all seen is that you can change an ID and get the data.

Second case is that within a given grouping (accounts), you may not unnecessarily be allowed to see all documents.


Broken Object Level Authorisation »
v Prevention
e Implement proper authorisation based on user policies #3
e Check if the user has access to the requested resource #4
e Check that the operation is also allowed
#6
#7
#8
#9
#10
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{6:15}

This is about proper user policies and checking that the user is allowed access to the specific resource

Also, ensure that they can perform the operation on that resource


G

73

Broken Object Property Level Zi
Authorisation 8
#9

Users can read or modify properties they shouldn't
#10
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{6:40}

Now that we let the user see the right data on the endpoint, what about the level of the individual properties in the JSON?

Number 3 on the Top 10 list


Broken Object Property Level

Authorisation
Users can read or modify properties they shouldn't #3
e Sending properties that this user shouldn't see i
e Allowing this user to change a property they shouldn't
#6
#7
#8
#9

#10
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Variation on a theme of the last one

Some properties are internal, or they are for specific classes of users only.

Also, a user shouldn't be able to change just any property

{NEXT SLIDE FOR EXAMPLE}


Broken Object Property Level »

Authorisation 42

Examples #3

e Profile response includes Pl that only admins should see | **

e User updates profile -

#6

PATCH /users/123 HTTP/1 .1 47
Content-Type: application/json

#8

{"name": "Rob", "role": "admin"} 40

#10
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{7:20}

Fetching a user's profile should not expose PII by default, but may do for admins

An arbitrary user shouldn't be able to give themselves admin privileges, the role property should be protected.


Broken Object Property Level .
Authorisation .
v Prevention #3
e Specifically choose object properties to return w
e Explicit allowlists for input properties -
#6

#7

48

#9

#10

Rob Allen ~ akrabat.com



{7:45}

Return only necessary data. A transform layer can do this

Treat the output of an API as a view layer, not a rendering of a database record

Use an allow-list of the properties you accept for editing for a given role.

Don't just bind input data to internal objects
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{8:10}

We've talked about *who* can do *what*... [NEXT SLIDE]


Exploiting how
your API works

Businessilogic and resource abuse
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{8:15}

Let's look now at how attackers exploit your API's intended functionality...


S G

#4

#6
Unrestricted Resource Consumption -

APIs that can be abused through resource consumption #8

#9
#10
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Firstly, let's consider attacks that deny service

Number 4 on the Top 10 list


Unrestricted Resource Consumption

#4
APIs that can be abused through resource consumption 49
e Expensive operations without throttling #3

e Exhausting memory through requests for too much data #4
e Denial of service #5
#6
#7
#8
#9
#10
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{8:35}

The attacker forces our app to run out of resources - CPU or memory usually

Results in slowdown or cost increases due to autoscaling

{NEXT SLIDE FOR EXAMPLE}


Unrestricted Resource Consumption

Examples

G

e /widgets?page=1&per_page=1000000
e Resending an OTP; each SMS costs money #4

&5

#6
#/
#8
#9
#10
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{9:05}

One example would be if the API lets me pull one million stock items in one request - that's a lot of memory!

The second one costs money rather than causing an outage. Known as SMS pumping: attackers drive codes to premium rate numbers they control and take a cut of the carrier fee


Unrestricted Resource Consumption .
v Prevention 40
e Rate limiting (per IP, per user, per endpoint) #3
e Pagination with maximum limits #4
e Resource quotas/ Timeouts #5
#6

#7

#8

#9

#10
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{9:30}

Rate limiting prevents someone hitting the API too much in a short period of time

Pagination helps your clients as well as the API. Validate the limits though.

Consider spending limits on service providers/API integrations

and on your own server, resource quotas: memory, CPU, file descriptors, file size


#06

Unrestricted Access to Sensitive
Business Flows

Critical workflows lack protection against automation
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{9:55}

This is when attackers exploit the flows between API requests

Number 6 on the Top 10 list


Unrestricted Access to Sensitive
Business Flows

Critical workflows lack protection against automation

e Legitimate calls, but unexpected order
e Excessive access may harm the business
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Happens when developers don't have a holistic view of how the API supports the business requirements

Can lead to denial of sales to real customers

{NEXT SLIDE FOR EXAMPLE}


Unrestricted Access to Sensitive
Business Flows

Examples

e Ticket scalping bots
e Inventory hoarding
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{10:35}

The obvious example is bots that scalp tickets from fans. They bypass the app flow fans use to purchase tickets faster.

Another example: book 90% of bedrooms in a hotel where you can cancel the booking. Cancel them all at the last minute - costs hotel money as they have to discount


Unrestricted Access to Sensitive
Business Flows

v Prevention

e Device fingerprinting
e Behavioural analysis
e Transaction limits
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Device fingerprinting and looking at behaviour can detect a bad actor

Limit purchases in a given time window, or by volume.


#10

Unsafe Consumption of APIs
Your API trusts third-party APIs too much

Rob Allen ~ akrabat.com
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{11:25}

External APIs can be a source of trouble if you trust them blindly!

Number 10 on the Top 10 list


Unsafe Consumption of APIs
Your API trusts third-party APIs too much

e Dependency on another's vulnerabilities
e Not accounting for failure
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Their vulnerability can lead to malicious data injected into your application

A failure at their end could lead to slowdown or denial of service of your API

{NEXT SLIDE FOR EXAMPLE}


Unsafe Consumption of APIs
Examples

e Synchronous Geolocation APl times out

e Third-party APl redirects your request to an attacker's

host

Rob Allen ~ akrabat.com
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If you call a 3rd party API synchronously, then you lock until it comes back or you timeout.

A call to them is redirected to somewhere else. This isn't good!


Unsafe Consumption of APIs

v Prevention

e Validate all external data
e Whitelist redirect URLs
¢ Implement timeouts

Rob Allen ~ akrabat.com
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Developers tend to trust data received from partner APIs like a database

Treat third-party APIs as untrusted input. Don't redirect without intention.

Look into the Circuit Breaker pattern to manage failures gracefully
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We've looked at exploiting your intended functionality... [NEXT SLIDE]


Operational security gaps

Configuration and infrastructure vulnerabilities
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Finally, let's look at running our API and the operational issues


ide

Security Misconfiguration
Insecure defaults and missing security hardening
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& & X H B E


{13:10}

The first place to look is how we've set things up

Number 8 on the Top 10 list


Security Misconfiguration
Insecure defaults and missing security hardening
e Default configurations

e Missing security updates
e Unnecessary features enabled
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{13:20}

A service isn't secure until you set it up! Some services have default passwords or no password, or are open to the world by default

Security updates need to be applied

Features not in use widen the surface area for attack

{NEXT SLIDE FOR EXAMPLE}


Security Misconfiguration

Examples

e Error messages return stack traces
e Public S3 buckets holding data backups or user uploads
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#8
#9


{13:50}

A stack trace can expose your framework, file paths, SQL and connection details

It's getting harder, but there are many S3 buckets holding senstive data that are publically accessible.


Security Misconfiguration

v Prevention

e Regular security updates
e Regular audits

Rob Allen ~ akrabat.com
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{14:15}

There are a million security things you should do! Among them...

Ensure you have a regular documented process for updating software and code dependencies

Audit regularly. This isn't a one-off


#S

Improper Inventory Management

Do you know your API?

Rob Allen ~ akrabat.com
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{14:40}

Another problem is that there are more APIs and endpoints than the security team is aware of

Number 9 on the Top 10 list

{LAST BUT ONE. CHECK TIME AND SPEED UP IF NECESSARY!}


Improper Inventory Management
Do you know your API?

e Old APl versions still running
e Shadow APIs
e Non-production environments accessible

Rob Allen ~ akrabat.com
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{14:50}

We forget about the old endpoints that we don't improve any more

Shadow APIs is a fancy way of saying undocumented. No one remembers them either

{NEXT SLIDE FOR EXAMPLE}


Improper Inventory Management

Examples

e v1 APl wasn't decommissioned
e Staging environment is public

Rob Allen ~ akrabat.com
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v2 got the new shiny (rate limiting, better field filtering, etc). v1 is still answering, and still talking to the same database

Staging is the same idea: real data, weaker everything. Debug mode on, no WAF, and seed accounts with passwords like password123


Improper Inventory Management

v Prevention

e Maintain APl inventory/catalogue
e Retire old versions with clear timelines

Rob Allen ~ akrabat.com
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An inventory that's current is really helpful

Automation helps here with API gateways and other automated discovery tooling

Network segmentation for non-production versions, VPNs, etc


# /

Server Side Request Forgery

API fetches remote resources without validation

Rob Allen ~ akrabat.com
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{16:10}

Finally, we have Server Side Request Forgery

Number 7 on the Top 10 list


Server Side Request Forgery

API fetches remote resources without validation

e User-controlled URLs in APl requests
e APl fetches aremote resource from a user-supplied URL

Rob Allen ~ akrabat.com

#/


{16:20}

This is when an API fetches a remote resource without validating the user-supplied URL

Attackers can force the application to send a request to an unexpected destination

{NEXT SLIDE FOR EXAMPLE}


Server Side Request Forgery

Examples

e The APl takes an internal URL; calls and returns it

POST /avatar HTTP/1 .1
Content-Type: application/json

{"url" "http://127.0.0.1:8080/metrics" }

HTTP/1.1 200 OK
Content-Type: text/plain

process_cpu_seconds_total 4817.3

Rob Allen ~ akrabat.com
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{16:50}

Accept an avatar URL from the user that we read to get the image.

An attacker can put in any URL, including internal ones, which may leak data by port scanning or timing information


Server Side Request Forgery
v Prevention

e Validate and sanitise URLs

e Whitelist for domains & media types, etc

e Disable HTTP redirection where possible
e Don't send raw responses to clients

Rob Allen ~ akrabat.com
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{17:15}

Firstly, validate and sanitise. You can also limit the attack surface.

Preferably, don't follow a redirect when fetching from a user-provided URL

Segmenting the network isolates our internal resources from the public facing ones

Check what you're sending back too. If it's supposed to be an image, don't send text/plain


In closing
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OWASP API Security Top 10

Authentication &
authorisation failures

#2
#5

#1

#3

Broken Authentication

Broken Function Level
Authorisation

Broken Object Level
Authorisation

Broken Object
Property Level
Authorisation

Business logic &
resource abuse

#4 Unrestricted
Resource
Consumption

#6 Unrestricted Access
to Sensitive Business
Flows

#10 Unsafe Consumption
of APls

Configuration &
infrastructure vulnerabilities

#8 Security Misconfiguration

#9 Improper Inventory
Management

#7 Server Side Request Forgery
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We've covered all to items. Address all the items within

Authentication & authorisation failures, Business logic & resource abuse

and Configuration & infrastructure vulnerabilities will go a long to ensuring your API is secure


Security requires

e Defence in depth
e Testing with the mindset of an attacker
e Ongoing attention
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No single thing will prevent everything, so look at all the layers

Attackers don't do things the way you intend

This isn't a one time fix. Keep paying attention and improve as you go


Resources

OWASP API Security Project website
https://owasp.org/projects/api-security-project

REST Security Cheat Sheet
https://cheatsheetseries.owasp.org/cheatsheets/REST Security_Cheat_Sheet.html

OWASP crAPI (Completely Ridiculous API)
https://github.com/OWASP/crAPI
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https://owasp.org/projects/api-security-project
https://cheatsheetseries.owasp.org/cheatsheets/REST_Security_Cheat_Sheet.html
https://github.com/OWASP/crAPI
{18:45}

Some resources for you from OWASP

Cr-API is a deliberately vulnerable API covering the Top 10, you can try the attacks hands-on.


—
Ier) ~ a@‘a‘m.cm


{19:05}
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